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(1)

BIOLOGICAL WEAPONS CONVENTION
PROTOCOLS: STATUS AND IMPLICATIONS

TUESDAY, JULY 10, 2001

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON NATIONAL SECURITY, VETERANS

AFFAIRS AND INTERNATIONAL RELATIONS,
COMMITTEE ON GOVERNMENT REFORM,

Washington, DC.
The subcommittee met, pursuant to notice, at 2 p.m., in room

2154, Rayburn House Office Building, Hon. Constance A. Morella
(chairwoman of the subcommittee) presiding.

Present: Representatives Shays, Putnam, Otter, Schrock,
Kucinich, and Tierney.

Staff present: Lawrence J. Halloran, staff director and counsel;
R. Nicholas Palarino, senior policy advisor; Robert Newman and
Thomas Costa, professional staff members; Alex Moore, fellow;
Jason M. Chung, clerk; Kristin Taylor, intern; David Rapallo, mi-
nority counsel; and Earley Green, minority assistant clerk.

Mr. SHAYS. A quorum being present, the Subcommittee on Na-
tional Security, Veterans Affairs and International Relations hear-
ing entitled, ‘‘Biological Weapons Convention Protocol: Status and
Implications,’’ is called to order.

In the biological convention, BWC, the United States and 158
signatory nations pledge never, in any circumstance, to develop,
produce, stockpile or otherwise acquire or retain biological agents
or toxins for other than peaceful purposes.

But the disclosure of a vast Soviet bioweapons arsenal, continu-
ing efforts by Saddam Hussein to acquire weapons of mass destruc-
tion and transnational terrorists’ growing interest in what some
call the poor man’s atomic bomb, have amplified demands for more
tangible means to monitor, and if necessary, enforce that pledge.

Other arms control treaties limit the production or possession of
inherently destructive materials, like missiles and bombs. The
BWC prohibits wrongful purposes on the part of those who produce
and possess microbes and materials easily converted from humani-
tarian to inhumane uses.

So efforts to strengthen the BWC must confront the inherent dif-
ficulty of policing and enforcing a ban on bad intentions. Discus-
sions have been underway in Geneva since 1995 on a compliance
regime, or protocol, to increase confidence in the fundamental
promise of the BWC, but agreement on a binding set of procedures
has proven elusive.

Recently, the chairman of the negotiating body, Ambassador
Tibor Toth offered a composite draft protocol in an effort to resolve
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critical issues that stalled the talks. He hopes to present a final
consensus document to the BWC review conference in November.
But it appears serious questions remain whether this, or any, pro-
tocol can yield more than political or symbolic benefits while impos-
ing very real and substantial costs.

On June 5th, we heard testimony from a panel of experts on the
process and product of the BWC protocol negotiations. Witnesses
testified on the potential benefits of the declaration and inspection
regime being considered. They discussed the risks to national secu-
rity facilities and private proprietary information under a broad in-
trusive system of filings and onsite activities modeled after the
chemical weapons convention. We heard that the previous adminis-
tration suffered internal policy conflicts that limited potential U.S.
impact on the BWC negotiations.

Today we hear from the current administration. At the request
of the White House, State Department testimony scheduled for
June 5th was postponed pending completion of a high level policy
review of the BWC protocol. It seems that review is still not com-
plete, but U.S. reservations about the pending protocol are begin-
ning to come into sharper relief.

This afternoon, State Department negotiators, past and present,
will elaborate on the substantive benefits and verification stand-
ards that should be reflected in any BWC protocol.

The subcommittee appreciates the testimony of all our witnesses
as we continue our oversight of biological defense and counter-pro-
liferation programs.

At this time, I’d like to recognize the vice chairman, Mr. Putnam,
for any statement.

[The prepared statement of Hon. Christopher Shays follows:]
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Mr. PUTNAM. Thank you, Mr. Chairman. I appreciate the co-
operation of the administration in joining us with their testimony.
This will be an outstanding complement to our first hearing on the
topic where we heard from outside witnesses. I look forward to this
additional testimony. I thank you for reconvening this topic.

Mr. SHAYS. I thank the gentleman. I also thank him for chairing
so many of the other hearings. And I will be leaving probably in
the midst of this hearing, and Mr. Putnam will continue. Mr.
Schrock, I would—thank you.

We are fortunate to have an outstanding panel, and it is one
panel. Ambassador Donald A. Mahley, Special Negotiator for
Chemical and Biological Arms Control, Department of State; Dr.
Edward Lacey, Principal Deputy Assistant Secretary of State for
verification and compliance, Department of State; Ambassador
James Leonard, former U.S. Ambassador, United Nations Con-
ference on Disarmament.

Gentlemen, as you know, we swear in our witnesses. And I would
ask you to stand and raise your right hands, please.

[Witnesses sworn.]
Mr. SHAYS. Note for the record that all of our witnesses have re-

sponded in the affirmative, and gentlemen, before I call on you, I
just want to take care of some housekeeping. I ask unanimous con-
sent that all members of the subcommittee be permitted to place
an opening statement in the record and that the record remain
open for 3 days for that purpose. Without objection, so ordered.

I ask further unanimous consent that all witnesses be permitted
to include their written statements in the record. And without ob-
jection, so ordered.

Do we have anything to submit? We’ll submit them later. Now
are we starting with Ambassador Mahley? And then we’ll go to
you, Dr. Lacey and then Ambassador Leonard. You know, if I
could, I do have—if I could, I ask unanimous consent the following
be included in the hearing record: Testimony of Ambassador Tibor
Toth, chairman of the Ad Hoc Group of State parties to the Biologi-
cal Weapons Convention urging all State parties not to dismiss the
opportunity to strengthen the biological weapons convention, var-
ious correspondence to and from representatives of the ad hoc
group of the State parties concerning their participation in the
hearing.

[The prepared statement of Mr. Toth follows:]
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Mr. SHAYS. I ask unanimous consent the following letters, faxes,
and testimony be included in the hearing record: Letter, testimony
and enclosures of Professor Graham S. Pearson, visiting professor
of international security, University of Bradford, Department of
Peace Studies stating the BWC protocol would help prevent the
spread of biological weapons. And without objection so ordered.

[The prepared statement of Mr. Pearson follows:]
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Mr. SHAYS. Ambassador you’re on, and welcome. You have a
great voice, but I’m going to have you do what I have to do, turn
on the mic, and I’m going to ask you to pull it a little closer to you.

Mr. MAHLEY. Does that work?
Mr. SHAYS. That works. It makes me feel good to tell you some-

thing to do here. Gives me a sense of authority.

STATEMENTS OF DONALD A. MAHLEY, SPECIAL NEGOTIATOR,
CHEMICAL AND BIOLOGICAL ARMS CONTROL, DEPARTMENT
OF STATE; EDWARD LACEY, PRINCIPAL DEPUTY ASSISTANT,
SECRETARY OF STATE FOR VERIFICATION AND COMPLI-
ANCE, DEPARTMENT OF STATE; AND JAMES LEONARD,
FORMER U.S. AMBASSADOR, UNITED NATIONS CONFERENCE
ON DISARMAMENT

Mr. MAHLEY. Thank you, Mr. Chairman. It is my great pleasure
to reappear before you today to discuss the current state of play in
the ongoing negotiations for protocol to the Biological Weapons
Convention. I have prepared a written statement, and as you indi-
cated before, I would, of course, like that to be incorporated into
the record. I am not going to try to bother to read the entirety of
it, but you had asked whether or not there were—what kind of sub-
stantial benefits and verification benefits might be expected from
this protocol. In that respect, I, of course, will defer on the question
of verification to my colleague, Dr. Lacey, who deals with that very
specifically.

But let me simply say that it has been the U.S. objective
throughout these negotiations to, No. 1, make sure that we always
had reaffirmed the U.S. underlying commitment to the Biological
Weapon Convention. And I want to make sure we specify the dif-
ference between the convention and the protocol. The protocol is an
addition to the Biological Weapons Convention. And as such, it is
forbidden by its own mandate from modifying, or otherwise chang-
ing the basic obligations of that convention. And the obligations of
that convention, which the United States fully supports, do indeed
remain fully in force, and that is, as you indicated in your opening
statement, that there shall not be offensive biological weapons in
the world.

Now in doing that, we believe that a protocol to that convention
ought to provide, to the greatest extent that it can, some additional
transparency and some additional confidence that countries are
complying with the obligations which they have undertaken as par-
ties to that convention. As such, we therefore would like to be able
to have a system by which we could call into question any issues
that one had brought up, and we would like to have a system in
which we could confirm those kinds of concerns that we had devel-
oped.

The substantive difficulties that the United States has had with
this negotiation throughout, and that we continue to have, even
with the composite text that the chairman has presented, lie in the
questions of whether those objectives can be or are achieved by the
kind of protocol that we have before us. And indeed it is exactly
those kind of substantive difficulties that we still challenge in
terms of the state of the negotiations, whether we get those bene-
fits. Other things that I think—and you heard this in the testimony
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in June from expert witnesses—that certainly has governed our ap-
proach to the negotiations, are that it should do no harm. And in
doing no harm, we believe that it is doing no harm to the underly-
ing principles of the convention itself. That is to say, if there is a
situation where some countries are attempting to undercut other
parallel mechanisms that are existing to try to get at the question
of biological weapons proliferation, in this case, I refer to export
controls, allowing the protocol to undercut that kind of a thing,
would indeed be to undercut the convention itself, that, we believe,
is an unsatisfactory outcome and not one that the United States
should support.

So it’s that combination of what we’re after in this negotiation,
something that will enhance our ability and confidence that people
are complying with convention, and something that will studiously
avoid undercutting either the convention itself or any other parallel
mechanisms in the world that are currently extant to try to ad-
dress the threat of biological weapons.

I would stop at that point in terms of my opening oral statement,
Mr. Chairman, and ask that my written testimony be read into the
record. Thank you very much.

[The prepared statement of Mr. Mahley follows:]
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Mr. SHAYS. Thank you, Ambassador. Your presentations are al-
ways very clear and helpful. Thank you.

Dr. Lacey.
Excuse me I’ll use this opportunity to introduce Dennis Kucinich,

who is the ranking member of this committee, and Mr. Tierney,
both who have been wonderful participants in the National Secu-
rity Committee. And if you all would like to make a statement, I
would be happy to recognize you before recognizing Dr. Lacey.
Shall we just go through?

Mr. KUCINICH. I’ll include my statement in the record.
Mr. TIERNEY. I’ll do the same.
Mr. SHAYS. Both gentlemen’s statements will be included in the

record. I thank you for that.
Dr. Lacey, you’re on.
Mr. LACEY. Thank you, Mr. Chairman. It is an honor to address

the subcommittee today on the issue of the negotiation of a protocol
to the Biological Weapons Convention [BWC]. Ambassador Mahley
has already addressed his remarks to the status of the negotiation
and U.S. policy with respect to the negotiations. This is it my first
opportunity to address this committee, so I will say a few more
words, then my distinguished colleague, but I will focus——

Mr. SHAYS. Let me say, we should feel welcome. We just have
one panel. We’ll time you for 5 and roll it over for another 5. And
that also, Ambassador, will be the case. So make your presentation.
Happy to have you do it.

Mr. LACEY. Thank you, sir. Unlike Ambassador Mahley, I will
focus exclusively on the issue of verifiability and specifically wheth-
er any protocol would improve the verifiability of the Biological
Weapons Convention. The BWC is inherently difficult to verify. The
problem stems from the language of the Convention, which hinges
on intent and the nature of biology and biological weapons. Any
protocol must grapple with these inherent verification problems.

The BWC does not establish a formal international mechanism
for verifying compliance. Rather, it relies upon self-policing by the
States’ parties to the Convention. If a State party identifies a com-
pliance breach by another State party, it may pursue this concern
through bilateral consultations, or it may lodge a complaint with
the U.S. Security Council, which, in turn, may initiate an onsite in-
vestigation.

In practice, this self-policing system labors under two fundamen-
tal limitations. First, assessing compliance with the BWC requires
detailed information on the intent of biological programs and activi-
ties. The BWC prohibits the development, production, stockpiling,
and acquisition of biological agents and toxins for hostile purposes,
but it does not prohibit such activities if conducted for peaceful
purposes. In fact, the BWC not only allows peaceful work utilizing
the very substances that it was designed to control, it encourages
such peaceful applications.

Since almost all biotechnology activities are dual use in nature,
both they and the facility at which they are conducted could be
used for legitimate purposes or for offensive biological warfare pur-
poses. This requires a judgment as to whether the intent of a dual-
capable activity is legitimate or illicit. Intent is very difficult to de-
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termine and typically requires detailed information from sources
who had direct knowledge of the purpose of a program.

National intelligence, such as from human sources, is essential
to detect violations of the BWC. However, such information is often
very difficult to collect.

The second limitation is that the nature and scale of biological
weapons activities preclude readily identifiable external signatures.
Whereas many tons of chemical agent are needed for a militarily
significant chemical warfare capability, a comparable biological
warfare capability would be measured in pounds of the agent. Fur-
thermore, the equipment needed to produce such amounts of bio-
logical agent could be housed in a relatively small space inside a
building without specific distinguishing features. Given the poten-
tially small scale and unremarkable features of biological produc-
tion, the physical signatures that aid us in verifying compliance are
simply not present for biological weapons. In the absence of phys-
ical signatures, once again it is necessary to acquire detailed infor-
mation from sources which had direct knowledge about the location
and nature of illicit biological warfare activities.

These two fundamental considerations virtually preclude the
achievement of an effective international verification regime. An
international BWC organization would not be able to collect the de-
tailed intelligence information essential for uncovering illicit intent.
Moreover, the absence of external signatures at biological warfare
facilities makes it impossible to identify all of the facilities capable
of conducting illicit BW activities so that they could then be made
subject to declaration and routine inspection.

As a consequence, a protocol would not improve our ability to ef-
fectively verify compliance with the BWC, either in terms of certify-
ing that a country is in compliance with, or in violation of, its obli-
gations.

The U.S. Government has consistently recognized the inability of
any protocol to improve the verifiability of the BWC. This position
was reaffirmed by the previous administration before the negotia-
tions began in 1995. Instead, the goal established by the previous
administration was to promote measures that would provide some
degree of increased transparency of potential biological weapons-re-
lated activities and facilities. I will refrain from commenting on the
level of transparency achieved in Chairman Toth’s composite text
and the potential value of that transparency.

Instead, let me provide my views on the key components of the
chairman’s text: National declarations, visits and challenge inspec-
tions. And let me explain why these measures would not improve
the verifiability of the Biological Weapons Convention itself. The
chairman’s text would require annual national declarations of bio-
logical activities in the following areas: Biodefense, maximum and
high containment laboratories, work with listed agents and toxins,
and micro biological production facilities. The criteria for declara-
tion are, of necessity, highly selective and as a result, only a small
fraction of the pool of facilities in a country that could potentially
be used for offensive biological warfare purposes would be declared.
It is simply impractical to declare all potential dual capable facili-
ties, as these would encompass countless legitimate enterprises
such as beer brewers, yogurt makers and many academic labora-
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tories. Furthermore, it is a certainty that States conducting offen-
sive biological warfare activities will either not declare such facili-
ties or will embed illicit activities at declared facilities beneath an
effective cover of legitimate biological activities.

The chairman’s text also provides for an annual series of so-
called, randomly selected transparency visits to declared facilities.
As their name suggests, these visits are intended to enhance trans-
parency and not to improve our ability to verify compliance or non-
compliance with the Convention. These visits are directly tied to
the annual declaration submission, and therefore, suffer from the
same verification failings. Only a small fraction of the facilities de-
clared as potentially relevant to conducting offensive biological
warfare activities would be subject to visits on a random basis.
Even at visited facilities, illicit biological warfare work could be
easily concealed or cleaned up, rendering it highly improbable that
international inspectors would detect evidence of noncompliance.
Moreover, violators could remove any risk associated with such vis-
its by engaging in illicit biological warfare activities at non-de-
clared facilities.

Finally, the chairman’s text establishes a challenge investigation
mechanism for addressing violations of article 1 of the BWC, the
central prohibitions of the Convention. There are two types of chal-
lenge inspection in the chairman’s text. The first type is a facility
investigation conducted at a particular facility to address concerns
that facility is engaged in biological warfare activities prohibited by
the Convention. The second type is a field investigation of the re-
lease or exposure of humans, animals or plants to biological agents
or toxins in violation of the Convention. Field investigations encom-
pass allegations of biological weapons use and in addition, concerns
about an accidental release of biological agents or toxins or sus-
picious outbreaks of disease connected to prohibited biological war-
fare activities.

Generally challenge inspections could help to defer cheating.
However, they have inherent limitations. The inherent delay in se-
curing approval for an investigation request from the implementing
organization, and in getting an investigative team physically on the
ground, would likely permit more than enough time to clean up or
otherwise conceal evidence of a BWC violation.

In addition, the dual capable nature of biological activities and
equipment could readily be exploited by a violator to explain away
any concerns with managed access rights available as a last resort
to deny access to any incriminating evidence.

Let me sum up. Regardless of whatever transparency value a
protocol to the Biological Weapons Convention might provide, it
would not improve our ability to verify compliance with the BWC.
The dual capable nature of biology and the advance as well as the
worldwide spread of biotechnology have conspired to make the
BWC not amenable to effective verification, especially by an inter-
national organization. It is possible to determine that a country is
conducting an offensive biological weapons program. In fact, after
years of compiling intelligence information, the United States es-
tablished that the Soviet Union, and subsequently Iraq, were en-
gaged in such activities. National intelligence is essential to detect
BWC cheating. U.S. efforts to strengthen the verifiability of the Bi-
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ological Weapons Convention should always proceed from that fun-
damental reality. Thank you, Mr. Chairman.

Mr. SHAYS. Thank you, Dr. Lacey. I’m going to thank you for not
raising a protocol issue of whether someone who is an active em-
ployee of the government should be at the same panel with some-
one who is a former employee. Sometimes we encounter that. And
that endears you to me that you haven’t done that.

[The prepared statement of Mr. Lacey follows:]
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Mr. SHAYS. Ambassador Leonard, it’s great to have you here as
a full participant in this panel. We really welcome your participa-
tion and thank you for being here. You have the floor for 10 min-
utes.

I need you to turn that mic on. Maybe get it a little closer to you
as well.

Mr. LEONARD. I think that’s on now.
Mr. SHAYS. Yeah but put it a little closer to you. Thank you very

much. Is that OK?
Mr. LEONARD. Yes, fine.
Mr. SHAYS. We have a light for you. It will turn red at 5, and

then we’ll let it go another 5.
Mr. LEONARD. Thank you very much, Mr. Chairman. First of all,

Mr. Chairman, may I say that I can’t disagree with a word that
Ambassador Mahley said with regard to the commitment of the
United States and of the Bush administration to the Biological
Weapons Convention, and to the desire to do no harm to the under-
lying treaty that this protocol would be attached to. And I certainly
share that outlook. The objective of adding transparency and add-
ing some degree of confidence is one I think we can all share.

I do, however, disagree with several of the points that were made
by Dr. Lacey. And before giving my prepared testimony, perhaps I
could just note those briefly. First of all, Dr. Lacey suggested that
the problem arises because the Biological Weapons Convention
hinges on the intent of the government that is being considered.

Mr. SHAYS. He’s just lowering it a bit.
Mr. LEONARD. That it hinges on intent. That criterion of intent

is as to what is legitimate and what is prohibited is also char-
acteristic of the Chemical Weapons Convention and the Non-
proliferation Treaty. Both of those are, I think, reasonably well
verified. That’s not to say that the BW Convention is not more dif-
ficult. It certainly is much more difficult. But it’s not that criterion
of intent that is the problem, nor is it the fact that the biological
technology, biotech, is dual-capable, both nuclear science and chem-
istry are inherently dual-capable in their character. And yet, we
have developed ways in both connection with the MPT and the
Chemical Weapons Convention to deal with those problems in a
relatively satisfactory way. That leaves, however, the problem that
BW is much more difficult. And I don’t wish to deny or pretend
that’s not the case.

With regard to the basic question would the completion of this
negotiation and bringing into force a protocol along the lines of the
one that has been submitted by the chairman of the ad hoc group,
would that be in the national interest? Would that enhance our se-
curity? And I want to say that I think very clearly it would. This
doesn’t mean, of course, that the protocol is perfect. And there are
many elements of it that even in the—after 7 years of negotiation
still are in question and could be improved. But the—as one works
a treaty, the successive drafts of it get better and better in terms
of being more and more acceptable to a larger segment of the inter-
national community. And when the final treaty is done, of course
it will still have flaws in it, but it will be something that is consid-
ered by a strong consensus of the international community to be
better than no treaty at all, which is what we have today.
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In one sense, of course, a treaty has to meet an even more de-
manding standard, because it generally is accustomed to ask that
we get close to unanimity from the international community before
a treaty is sent up to the general assembly in New York for en-
dorsement and back to governments for ratification.

Now what are these potential benefits to our security? There’s no
need, I think, to argue with this committee the danger of BW. You
have much more expert witnesses than I who can attest to that.
I think it’s enough to say that the potential damage to the United
States is comparable to what nuclear weapons could do to the
United States. And any reduction of that threat is obviously desir-
able unless the reduction, the measures to reduce the threat, entail
some larger danger to our security; for example, making us less
able to defend ourselves or less able to respond appropriately to an
attack.

Now defense against BW is almost entirely a matter for each na-
tion’s health system, and there is nothing in the draft protocol that
would, in any way, impair or impede the development of our de-
fenses against biological weapons. In fact, working with other gov-
ernments should enhance our own individual efforts.

On the question of how the United States would respond if we
were attacked with biological weapons, that certainly would be a
problem of great moment for any President. But there is nothing
whatsoever in the protocol that would limit the President’s options
in any way. I have noted that we long ago renounced one option,
that of retaliation in kind, when we gave up our own biological
weapons.

Now, why do I think the draft protocol would serve to reduce the
BW threat? Would it, for example, enable us to be confident that
we could detect in advance a clandestine BW program anywhere in
the world so we would then take preemptive action against it?
Would the certainty of detection be sufficient to deter anyone from
even contemplating a clandestine BW program? The answer to both
questions clearly is no, absolutely not.

So if we can’t deter and we can’t detect with high confidence,
what use is this protocol? Isn’t that what a verification protocol is
supposed to do? Well, let me first note, as Ambassador Mahley and
Dr. Lacey have pointed out, that this is—the United States has,
from the beginning, refused to call this a verification protocol. I
think that has been correct to do so. The word ‘‘verification’’ can
be defined in many ways, but it’s common to say that verification
could never be 100 percent, but if we’re talking about a verification
protocol, then we should have something that gives us substantial
confidence that cheaters will be caught. And that is inherently ex-
tremely difficult in the BW field. It’s not impossible, as we thought
in 1970 and 1971 when we were doing the Biological Weapons Con-
vention itself. But it surely is difficult. Even an intrusive protocol
would not give us high confidence and the draft protocol is less in-
trusive, less demanding of potential parties than it should be.

Now, if high confidence is not attainable, does that mean the pro-
tocol would have zero deterrent value? Again, I think the answer
is of course not. Cheaters would naturally try to hide a BW pro-
gram. They would try to hide it in an undeclared facility or in a
large legitimate plant. But could they be totally confident that they
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could not be discovered? Would they be certain that no defector
would emerge with incriminating information or perhaps even
bringing samples. Of course they could not. Evaluating deterrence
requires us to look at the matter not just from our viewpoint but
also from the perspective of a government contemplating either the
development of a BW program or the retention of an illicit BW pro-
gram. I think such a government would simply not join the protocol
rather than trying to outsmart the protocol’s confidence-building
regime.

Moreover, we’re assisted by an interesting fact, that there’s a
widespread belief that the United States is omniscient and omnipo-
tent. We know we are neither one of those. But I’m very glad to
have our enemies think we’re both. Caution and prudence on our
side as to what we can—a verification system can deliver is very
appropriate. But potential violators will tend to exaggerate and
fear our capabilities. Seen in this light, a BW convention which has
no verification provisions stands as a kind of open invitation to do
BW while a BW convention with a protocol even if it’s in our view
rather weak, is a substantial deterrent.

Now what about terrorist groups? A treaty is after all an agree-
ment among governments and terrorists are not invited to join to
say the least. A key question is whether terrorists could develop a
serious BW capability without help from any government. This
question is much debated and I’m not an expert on it. I would urge
you to get expert testimony. But I think it should be clear that a
minor, modest, small BW capability could be done by almost any-
one, in a kitchen as it is often said. But a large BW capability of
the type that could devastate a major city that I would suggest is
something quite different, and there, I think, assistance and sup-
port from a government is likely to be essential to a terrorist group.

However that may be, there is no disagreement on two points re-
lated to terrorism. One is that a group will be far more dangerous
if it has even rather modest help from the government. And second,
past BW programs like that in the former Soviet Union could pro-
vide invaluable assistance and invaluable expertise and pathogens
to terrorists if there were to be leakage from them. The draft proto-
col has the potential to be helpful on both points. On both points,
since the protocol is among governments, any government that
helps a terrorist group or even a government that fails to uncover
and prosecute a terrorist group would be violating its commit-
ments. That responsibility to seek out and eliminate BW activity
on its territory can only be a net plus for us and everyone else in
the struggle against BW terrorism.

Mr. SHAYS. I would ask you just to conclude your testimony, if
you would.

Mr. LEONARD. Has that been the 10 minutes?
Mr. SHAYS. It’s gone by faster than you realize, actually. We are

almost into 11 minutes. If you could spend 1 more minute if you
could summarize.

Mr. LEONARD. Very well. In this connection, I want to point out
the most dangerous reservoir of BW expertise anywhere in the
world is in the former Soviet Union. And I think that the protocol
would assist us in moving to deal with that.
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One final point, if I may, Mr. Chairman, the protocol is not satis-
factory to anyone, but I think it’s very clear that to our European
friends who have invested the most effort and so on in this, they
believe that the draft protocol provides a basis for the final stage
of negotiations. I have here a copy of a demarche that the Euro-
pean union delivered to the State Department recently. Be glad to
make that available. And I think that underlines how strongly our
allies in Europe feel about this matter and how much they want
negotiations to move forward. Thank you, Mr. Chairman.

Mr. SHAYS. Thank you very much, Ambassador.
[The prepared statement of Mr. Leonard follows:]
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Mr. SHAYS. Well, first let me recognize Congressman Otter is
here and appreciate you being here. And we’re going to proceed to
questions. We’ll start with Mr. Putnam and then we’ll go to Mr.
Kucinich.

Mr. PUTNAM. Thank you, Mr. Chairman.
Dr. Lacey, the premise of your testimony, as I understand it, was

that sound intelligence is our first line of defense and that what-
ever transparency value may be derived from the protocol, it’s un-
dermined by the inherent inability to conduct sound verification of
compliance or noncompliance. Is it your position that this protocol
moving forward would be of no value, or is it your position that it
would actually be counterproductive and could be used against the
United States?

Mr. LACEY. Congressman, I think you captured my statement
fairly accurately. My position, and I believe the executive branch’s
position, is that there is no benefits in terms of verifiability of the
BWC. That this protocol, or quite frankly, any protocol that we can
envision, would not enhance our ability to verify compliance with
the BWC. We are not—I am not taking a position on the potential
transparency or other benefits of the protocol. There may very well
be other benefits to the protocol. That’s not my purview. But this
administration, the previous administration, and the administra-
tion before that, have consistently stated our view that we did not
envision a protocol as a way to make the BWC effectively verifi-
able. And we have stood by that.

Mr. PUTNAM. So you do not wish to address transparency issues?
Mr. LACEY. I would have to turn that over to my distinguished

colleague, the negotiator.
Mr. PUTNAM. Mr. Ambassador, on the transparency issues you’ve

heard Dr. Lacey’s testimony. Is there a potential for the trans-
parency provisions to be used against the United States, pharma-
ceutical industry, academic and research institutions and other
things of that nature? Are there dangers in that being used as a
tool against our interests?

Mr. MAHLEY. Thank you, Mr. Putnam. That question is one
which we have debated long in the negotiations. And I have to say
in the end, that there is a risk any time that you put people onsite
at places where proprietary information and national security in-
formation unconnected to biological weapons exists, that informa-
tion may be divulged or may be discovered by the investigators.

Now, at the same time, there have been a number of provisions
written into the draft protocol in a deliberate effort to try to mini-
mize or nullify that risk. The question of managed access, which
means that you have the ability to refuse to allow the investigating
team to do what it has specifically asked, but instead find a dif-
ferent way to answer their question that has—that envisions a
course of action which is not endangering a proprietary informa-
tion, is one of the principles that has been used for all onsite activi-
ties.

Another one is that in terms of the so-called transparency visits
that are now envisioned in the draft protocol, the site has the abil-
ity to dictate what access will be granted by the inspection team.
So in that respect, we have attempted to minimize that, but I
would always have to say that it is never the case that you can
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completely nullify that. It’s something that has to be balanced
against the idea of the kind of information you will gain from being
able to have people go onsite and other—in other places other than
the United States.

Mr. PUTNAM. To what degree have the private industry stake-
holders been consulted as these negotiations have moved forward?

Mr. MAHLEY. The stakeholders in this case are both the Depart-
ment of Defense in the United States and the pharmaceutical in-
dustry in the United States. We have consulted regularly with the
pharmaceutical industry in the United States since the very onset
of negotiations. We have taken a number of inputs from them and
reflected on them in the government to adopt negotiating positions
for the United States that attempted to make sure that we aimed
in the right direction. We have also, of course, had the regular in-
puts from the Department of Defense and the inner agency process
throughout, and those have been used in development of U.S. nego-
tiating positions. It is certainly the case that those stakeholders
have been firmly, thoroughly and completely consulted.

Now, do our positions and those that we were able to get in the
negotiation always reflect those positions 100 percent? I suspect
they would all say no.

Mr. PUTNAM [presiding]. Thank you, Mr. Ambassador.
At this time I’ll recognize the ranking member, Mr. Kucinich.
Mr. KUCINICH. Thank you. Ambassador, I want to welcome all of

the witnesses. Ambassador—is it Mahley? Have there been any in-
spections of U.S. pharmaceutical companies?

Mr. MAHLEY. There have been no inspections conducted under
the draft protocol of course, because it’s only a draft protocol. If
your question is have there been any practice activities or simu-
lated activities taking place in United States pharmaceutical firms,
there have been no official ones done for the U.S. Government. Let
me embellish that answer slightly to say that one of the difficulties
in terms of conducting simulated or practice activities or trial ac-
tivities on the U.S. pharmaceutical firms has been the fact that in
order to then promulgate any information from the result of such
onsite activities, would require that information from one pharma-
ceutical firm that offered itself as a model would be given to some
of its competitors.

Quite rightfully, I think the U.S. firms have been very, very leery
of doing that kind of cross-fertilization with their competitors be-
cause what they’re trying to protect are things from their competi-
tors.

Mr. KUCINICH. Ambassador, do you think that pharmaceutical
companies should be exempt?

Mr. MAHLEY. I think if pharmaceutical companies were exempt,
the impact in the current state would probably be minimal, but at
the same time, there’s an open invitation that those are I think
areas which certainly are relevant to biological production.

Mr. KUCINICH. Do you think they should be exempt?
Mr. MAHLEY. I think the impact would be minimal if they were

exempt. Do I personally think they should be exempt? The answer
is no.

Mr. KUCINICH. What about biodefense facilities?
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Mr. MAHLEY. I don’t think that you can expect anyone to think
that we are being transparent if biodefense facilities categorically
are exempt. I do believe that it is very important for U.S. national
security that the activities on biodefense facilities be very carefully
controlled and be subject to all of the kinds of protections that I’ve
previously outlined.

Mr. KUCINICH. Thank you.
Ambassador Leonard, I have some basic questions about the ef-

fectiveness, and I was hoping perhaps you could help us. First, it
seems that these types of transparency measures could cause po-
tential violators to take one of two courses. They could either hide
their work at the declared facilities or go underground. Would you
agree?

Mr. LEONARD. That is correct, sir.
Mr. KUCINICH. And for the first option, Dr. Lacey said that, ‘‘il-

licit warfare work could easily be concealed or cleaned up, render-
ing it highly improbable that international inspectors would detect
evidence of noncompliance.’’ I’m not sure I agree. If this work was
occurring at a declared facility, they would have to do a pretty good
job of keeping the operation secret, wouldn’t they?

Mr. LEONARD. It seems to me that there’s a difference between
improbable and impossible. I think that the violator would have to
worry that his cleanup would slip in some way. And in fact I think
there are from the efforts of UNSCOM in Iraq, there are examples
where efforts to clean up a site failed and some traces of the activ-
ity remain.

Mr. KUCINICH. They have inspectors poking around asking ques-
tions about why certain capabilities exceeded their declared intent.
I mean, isn’t that obvious that would happen?

Mr. LEONARD. I’m sorry?
Mr. KUCINICH. That under the scenario, and Iraq might be an ex-

ample you would have inspectors at least asking questions about
why certain capabilities in the plant exceed their declared intent.

Mr. LEONARD. That’s correct. And that’s exactly what happened
in Iraq. The UNSCOM discovered large quantities of material for
fermenting biological substances. Asked what it was for, and the
Iraqis responded that inadvertently a zero had been added to the
purchase order so that they got 10 times as much as they needed.
That’s rather transparent.

Mr. KUCINICH. That sometimes happens at our Department of
Defense.

Now, the second option would be to go underground. And here
Dr. Lacey said, ‘‘violators could remove any risk associated with
such visits by engaging in illicit biological warfare activities at non-
declared facilities.’’ Do you agree that violators remove any risk
when they go underground? What other risk would they face?

Mr. LEONARD. You mean literally, physically deep underground?
Mr. KUCINICH. Right. Underground in any way you want to take

it.
Mr. LEONARD. No, I think that the danger that would be re-

vealed, for example, by a defector and a request for an inspection
therefore triggered would be not insubstantial. These regimes are
regimes which in many ways do not command a high degree of loy-
alty from their people, and they therefore constantly have to worry

VerDate 11-MAY-2000 11:15 Oct 28, 2002 Jkt 000000 PO 00000 Frm 00083 Fmt 6633 Sfmt 6633 C:\DOCS\81592.TXT HGOVREF1 PsN: HGOVREF1



80

about defectors. And we have, as you may know, here in Iraq—in
Washington a leading defector from the Iraqi nuclear program,
very interesting person to talk to about this sort of thing.

Mr. PUTNAM. The gentleman’s time has expired.
Mr. KUCINICH. I thank the Ambassador.
Mr. PUTNAM. Mr. Otter, you’re recognized.
Mr. OTTER. Thank you, Mr. Chairman.
Let me join with my colleagues in expressing appreciation for you

being here today and for the testimony that you’ve offered. I’m not
sure exactly where I would direct this question—to the past
present or the future—but perhaps I could get a communal re-
sponse here.

Isn’t it realistic to think that some countries that are not really
willing to obey something that they may have agreed to, like such
an agreement and treaty that we’re talking about, to actually find
surrogate sites and surrogate governments to do those things for
them? And if those governments don’t fall under the treaty, under
the agreement, that they then wouldn’t be subject to these same re-
views and same investigations? Dr. Lacey.

Mr. LACEY. Thank you, Congressman Otter. I guess you have
identified yet a third evasion scenario that I did not mention.

I think, as Ambassador Mahley mentioned, there are 143 states
party to the Biological Weapons Convention. In order to be a party
to the protocol, you would have to be a party to the BWC. But you
don’t necessarily have to be a party to the protocol if you’re a mem-
ber of the BWC. So there are—143 does not constitute all the na-
tions in the world, obviously. There would be the possibility of vio-
lating the BWC itself by using third parties. I think that is a rec-
ognizable additional cheating possibility.

Mr. OTTER. Ambassador Mahley.
Mr. MAHLEY. Thank you, Congressman.
There is obviously in any kind of a well-subscribed international

agreement a certain amount of political price to be paid for keeping
yourself completely outside of the regime and therefore not subject
to the controls of it.

However, certainly in cases of national security, that’s very pos-
sible; and certainly again we have a number of states of concern
in terms of biological weapons capability in terms of our own intel-
ligence assessment who are not currently parties to the Biological
Weapons Convention and therefore certainly are not subject to any
kind of international sanction for not having done so. That’s a sov-
ereign decision that they have to take to make themselves subject
to that kind of a treaty.

Mr. OTTER. Ambassador Leonard.
Mr. LEONARD. Thank you, Mr. Congressman.
First of all, I think in my prepared testimony I underline the

need to make every effort to make the BWC and the protocol at-
tached to it as universal as possible. It’s really shameful that we
have only 143 parties.

And the same applies to the Chemical Weapons Convention.
These both should be—the U.S. Government should lead an effort
to universalize these and to bring those few countries that really
have some problem with it into high relief.
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But, second, with regard to the particular scenario that you cited,
I would suggest it’s a rather unlikely one. Governments that en-
gage—a government that might engage in creating a BW program
would do so for very serious reasons relating to its own national
security, and to put then this instrument for its security, for its de-
fense on the soil of another country which might be friendly in one
circumstance but not friendly 5 or 10 years later would be, it seems
to me, an extremely rare sort of circumstance.

You take Iran, for example. Iran is a country which we say—our
intelligence says has got a BW program. I’m not sure whether
that’s true, but the intelligence is presumably rather solid. But
Iran is a country which has literally no friends anywhere where it
could put such a facility. Its relations with its Arab neighbors are
poisonous. Its relations with the countries to the north are tradi-
tionally very bad. And the same with Pakistan and so on to the
east. So there simply is not a way that a country like Iran could
credibly be thought to be in danger of doing that.

Mr. OTTER. Thank you, Mr. Ambassador.
Before my light turns red, I have one more that I would like each

of the three of you to have an opportunity to answer.
You know, coming from the private sector and operating big op-

erations, some of which could not be really considered a biological
warfare manufacturing plant, but I know that on numerous occa-
sions, almost daily, I had the USDA, the FDA, OSHA, EPA, the
Department of Labor, and the list goes on and on and on, who in-
vestigated my plants and, in the investigation of my plants, if EPA
found something that I was doing wrong with OSHA, reported the
same to OSHA. If the OSHA found something that I was doing
wrong with the U.S. Department of Agriculture, reported such to
OSHA.

My question then has to do with, does the Department of State
that operates through the national security under this protocol, do
they have such a cross—pardon the term—fertilization program
with other agencies of State?

Mr. MAHLEY. Congressman, I’ll take a shot at that.
And, again, it doesn’t apply to the biological area because there

is no regime. But one of the things, for example, that you have
there is the question about what happens in a Chemical Weapons
Convention inspection of a U.S. chemical firm; and that’s a ques-
tion that was debated during the implementing legislation issue on
the Chemical Weapons Convention. And essentially one of the ways
in which we got around that was a hold blameless clause which
simply says that we are not empowered to then inform on things
that we observe during the course of a Chemical Weapons Conven-
tion inspection of the U.S. regulatory authorities.

Thank you.
Mr. OTTER. Thank you.
Thank you, Mr. Chairman.
Mr. PUTNAM. Thank you, Mr. Otter.
The gentleman from Massachusetts has graciously allowed the

gentleman from Connecticut to proceed with his questions. Mr.
Shays.

Mr. SHAYS. Thank you.
It’s nice to have all of you here.
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I thank you, Mr. Tierney. I have a 3 p.m., with a leader, and I
just need to get to that meeting.

I’d like to ask you, Mr. Mahley, we have a deadline of November
of this year. What’s the significance of the deadline? Why do we
have the deadline and what happens if we don’t make it?

Mr. MAHLEY. Thank you, Mr. Chairman. A very good question.
First of all, the United States does not agree that we have a

deadline of November. The United States has said that a November
target was not a deadline. We have maintained that consistently
throughout the negotiations.

Second, the confluence of events, if you will, for November is
that, whatever the status of the protocol in November, there will
be a review conference of the Convention in November.

Now I’ve indicated in my written testimony that a number of
issues about Biological Weapons Convention implementation have
been, if you will, assumed within the protocol over the last 6 years.
One of those, for example, is the question about export controls,
which has been one of the goals of some on the line, to get a
multilateralization of export controls and the standardization of ex-
port controls written into the protocol. They have not been success-
ful at this point.

But if there is no protocol I think it is only logical to expect that
those same issues are going to arise in the context of the review
conference in November, which is a review conference not of the
protocol but a review conference of the Convention scheduled for
every 5 years. So, therefore, we’re going to have a very contentious
set of debates in November in the environment within the context
of the Convention, not within the context of the protocol. That’s the
reason for the November deadline, is to have things done prior to
the review conference.

However, as I indicated, the United States does not agree and
there is no legal basis as far as we can find for the mandate of the
ad hoc group to expire come November.

Thank you.
Mr. SHAYS. This committee has had 19 hearings on terrorist

issues, and some have related to biological weapons and chemical
weapons and nuclear weapons and so on. But the one thing I am
absolutely certain of is that there will be another terrorist attack
on this country, be it nuclear, biological, chemical. I think it less
likely nuclear.

At the time I believe this to be true, I believe you are negotiating
in a sense with countries that, as we speak, are cheating, are not
abiding by the Convention; and yet they in some cases can be your
most outspoken critics, talking about how we need to abide by this
system.

Which leads me to this point. Since a protocol—since the biologi-
cal agent can have a dual use so—since the motive ultimately of
how you use that agent is going to be the real issue, how is it pos-
sible to draft a protocol that actually will do the job?

Mr. MAHLEY. That’s a question we’re debating right now and for
which we do not yet have a satisfactory answer.

It is a very difficult task. It certainly cannot be done in an un-
equivocal fashion. And so all you can do is to provide in some fash-
ion additional information which will allow you, along with the
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other kinds of information you get from what Dr. Lacey referred to
as national means, intelligence means, to then try to draw some
kind of national assessment about what the intent is in the target
country. Anyone who believes that this protocol will provide in any
fashion an unequivocal answer about whether or not someone is
cheating on the Biological Weapons Convention is naively optimis-
tic.

Mr. SHAYS. One of my—Ambassador Leonard, I’m going to ask
you this question soon, but one of my concerns is that the very
countries we know from our own information are not abiding by the
Convention will be given under this protocol the opportunity, Mr.
Mahley, to examine U.S. plants. What is to prevent them from just
making an outlandish statement that this land is being used to
produce biological agents and for them to come and inspect it and
to still make that claim? What prevents them from doing that and
not sensationalizing and putting focus on plants in the United
States that simply are being used for the purposes intended, which
is for commercial and legitimate reasons?

Mr. Mahley, what would be the answer to that question?
And then I’m going to ask the same question to you, Ambassador

Leonard.
Mr. MAHLEY. First of all, let me make one technical correction,

sir, and that is that it would be the international civil servants of
the technical secretariat that would conduct the inspections, not
the people from the accusing country. So in that sense it would—
indeed, to get word from another country involved—a charge from
another country involved in the inspection, it would require them
to ask for an investigation which would require them to make an
allegation of some kind of misconduct on the part of the United
States.

Now, there is nothing which will prevent them from doing that;
and I would point back to 1997 when the government of Cuba
made a quite outlandish allegation against the United States for
having employed biological weapons against them in the form of
thrips palmi. It required us to go to a special conference of the
states parties of the Biological Weapons Convention and spend an
extended amount of time rebutting that charge.

Now, the conference of states parties believed our rebuttal. In
that sense I think we are able to successfully defend ourselves. So
there is a political judgment that will be weighed into that.

However, you are correct in the sense that if it were done domes-
tically it would be—must have been more difficult for an individual
firm to then allay itself or remove from itself the allegation or the
taint of having been associated with a biological weapons accusa-
tion, even if unproven.

Mr. SHAYS. Could I, with your permission, Mr. Chairman, and
your tolerance, Mr. Tierney, just ask the other two members of the
panel to respond to that question; and then I’ll be on my way. Am-
bassador Leonard.

Mr. LEONARD. I want to just add to what Ambassador Mahley
said, that there is a series of arrangements set forth in the proto-
col—in the draft protocol for what are called triggers that an alle-
gation has to pass through in the machinery of the Convention
itself. The states parties have to vote, and it requires three-quar-
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ters or two-thirds or half to—depending on the circumstances to
permit this investigation to go forward or to deny it the ability to
go forward. And those I think are rather well designed to prevent
frivolous and purely propagandistic efforts of the sort that you
rightly worry about.

Mr. SHAYS. Certainly that would minimize it.
Dr. Lacey.
Mr. LACEY. Congressman, I would just add that since we envi-

sion that there would be no utility whatsoever to such inspections
I couldn’t imagine any such inspection being called for a legitimate
verification purpose. But I believe the protections that Ambassador
Mahley and Ambassador Leonard have outlined in fact would be
sufficient to protect the United States from frivolous inspections.

Mr. SHAYS. Thank you, Mr. Chairman.
Thank you, Mr. Tierney, very much.
Mr. PUTNAM. Thank you, Mr. Shays. I thank Mr. Tierney for his

indulgence.
The gentleman from Massachusetts is recognized for 10 minutes.
Mr. TIERNEY. Thank you.
I want to thank all of you for coming and testifying this morn-

ing—this afternoon now.
Ambassador Mahley, at the end of your written testimony and

verbal testimony today I think you hit the crux of the matter. That
is, what you’re trying to do is seek a balance. That, from what I
gather you’re telling us, the administration decided not to pull out
from the attempt to reach a protocol that will be acceptable, but
you’re trying to seek a balance that will find the improvement and
the ability to impede the threat and realty of the biological weap-
ons proliferation. You understand that there is some risk inherent
in that effort but that you intend to try and find some balance.
Would that be a fair statement?

Mr. MAHLEY. I think that’s a fair statement, Mr. Tierney, about
the objective of the protocol negotiation overall, yes, sir.

Mr. TIERNEY. Now, back at the last hearing when the adminis-
tration didn’t allow the witnesses to come forward and testify, we
were told that’s because they needed a postponement until they
were totally certain as to what the administration’s decision was
going to be, and that would take us 2 weeks. So here we are some
5 weeks later, Ambassador, and I’m quoting your testimony, you’re
still considering the administration’s approach. Why hasn’t that ap-
proach been finalized yet?

Mr. MAHLEY. All I can say, sir, is that it has been one that has
engaged senior members of the U.S. executive branch in the delib-
erations; and, frankly, it’s just one that is not an easy call because
there are two things to balance from the U.S. perspective.

Now, the balance that I spoke of in my testimony is a balance
between benefit and risk. Frankly, we do not believe that the provi-
sions of this protocol as they are now drafted provide a good bal-
ance between benefit and risk. The question, though, is that there
are other political issues that get engaged in addition to the sub-
stantive area and then it becomes a question of controllable risk as
opposed to whether or not it’s a natural balance. That’s the issue
with which we’re still struggling.
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Mr. TIERNEY. But I assume—maybe I shouldn’t say that. But it
looks to me as if you’re trying to tell us that the administration has
decided at least not to pull out of these negotiations and that the
effort should be made to strike some position that recognizes the
interest of the United States and strikes that balance which has so
far eluded.

Mr. MAHLEY. We are trying to find a way in which we can pre-
serve the process and certainly the attempt to try to find ways
which will be beneficial. How to do that is, again, something which
is much more difficult to come down with an answer which will be
agreeable to a number of other countries.

Mr. TIERNEY. Ambassador, would you please provide us—this
committee—with a record copy of the administration’s review of the
chairman’s text, the one that you supervised?

Mr. MAHLEY. I think we can provide that in terms of—it will be
classified, obviously, but certainly within those parameters. I will
refer that to my legal people to provide.

Mr. TIERNEY. You believe it will be classified or you know that
it’s classified already.

Mr. MAHLEY. I know that it’s classified.
Mr. TIERNEY. I would ask that be accepted and made a part of

the record in the parameters of its classification.
Mr. PUTNAM. To the extent practicable, we’ll certainly comply

with all the classified document handling requirements. But cer-
tainly we’ll be happy to get one provided to you.

Mr. TIERNEY. Thank you.
Now, Ambassador Mahley, in your testimony you listed three

concerns with the chairman’s text; and the first was concerning ex-
port controls. You said that was a lightening rod. Is that right?

Mr. MAHLEY. That is correct sir.
Mr. TIERNEY. Now, I would assume that you place those issues

as one of your top concerns, but I’ve heard that at the last hearing
at least that issue of export controls was determined largely in
favor of the west or the U.S. position. Is that accurate?

Mr. MAHLEY. First of all, to say that has been resolved would be
inaccurate. There have been a number of countries, including some
of the nonaligned countries, that have indicated in the negotiations
that is an area which they wish to readdress with respect to the
chairman’s text. The current chairman’s text, in the area of the
text which deals directly with the issue, which is article 7 of the
text, sections A through D, does indeed in my judgment largely re-
flect Western values. The question that you have is whether or not
there are other areas of the text in which ambiguities that are in-
herent in the text allow reintroducing by dedicated personnel of
other countries some of the very things that we have objected to
and managed to eliminate from article 7.

Mr. TIERNEY. Assuming no opening up of that, are you saying
that the United States could oppose or support article 7 as it’s cer-
tainly written?

Mr. MAHLEY. I would say the United States would oppose the ar-
ticle 7 as currently written because it contains a section E which
we find unacceptable. If the article 7 as currently written were
composed only of sections A through D, then I believe that United
States would be prepared to support that particular article.

VerDate 11-MAY-2000 11:15 Oct 28, 2002 Jkt 000000 PO 00000 Frm 00089 Fmt 6633 Sfmt 6633 C:\DOCS\81592.TXT HGOVREF1 PsN: HGOVREF1



86

Mr. TIERNEY. Which you share with us what section E is?
Mr. MAHLEY. Section E requests that the first review conference

of the protocol, not of the Convention but of the protocol, undertake
to determine whether or not an export ban against—of all biologi-
cal materials against all countries not states parties to the protocol
should be instituted. Because it is something that would be taken
up at a review conference of the protocol, that is a measure that
would then be adopted by the two-thirds vote of the parties partici-
pating in the review conference. That is something which we be-
lieve is in violation of article 10 of the Convention itself and there-
fore is not something which is acceptably a measure which might
be adopted by the protocol.

Mr. TIERNEY. Ambassador, another concern you raise is that con-
cerning pharmaceutical companies; and the issue apparently is
that spies would somehow infiltrate the inspection teams and steal
the companies’ secrets. I think you indicated that you don’t think
the current text obviates those concerns, is that correct?

Mr. MAHLEY. That is correct.
Mr. TIERNEY. Well, at the last hearing we also talked about that

a bit and at least some indicated that the safeguards in the chair-
man’s text were quite substantial in that regard. I think one of the
examples they gave us was that the text forbids sampling in non-
challenged visits, is that right?

Mr. MAHLEY. That is correct, that sampling is prohibited in non-
challenged visits.

Mr. TIERNEY. And that the text exempts a declaration of certain
facilities, too, such as some biodefense facilities.

Mr. MAHLEY. That is correct.
Mr. TIERNEY. It requires no significant information about produc-

tion facilities other than license vaccines. It also exempts them
from visits.

Mr. MAHLEY. I would have to check the text in its entirety. That
does not sound correct to me. Vaccine production facilities, the last
that I looked, are indeed subject to visits. Other production facili-
ties are subject to visits if they are among those that are declared.
There are indeed a number of exemptions to that—to declaration
that are written into the text. But those facilities which are de-
clared are subject to random routine visits.

Mr. TIERNEY. And the chairman’s text seems to also provide that
all onsite activities of inspectors during visits are at the discretion
of the host government.

Mr. MAHLEY. Particular access is at the discretion of the visited
facility. That is correct.

Mr. TIERNEY. Can you tell us what other specific provisions the
United States would advocate in addition or instead of the ones
that we just cited?

Mr. MAHLEY. One of the things that the United States would ad-
vocate in that is, again, not only that those provisions be mandated
and enforced but also that those provisions would be made univer-
sal for all onsite activities.

Mr. TIERNEY. Thank you.
And I think, finally, the last concern that you talked about was

protection of defense agencies. And I think I’m quoting you prop-
erly. It said, providing extensive information to an international or-
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ganization under the guise of transparency runs the risk of provid-
ing a proliferator or terrorist with a road map to exploit our
vulnerabilities. Can you still make that argument, even given all
the protections in the chairman’s text?

Mr. MAHLEY. I can make the argument because it now is an ar-
gument which hinges upon the determination of the proliferator.
Some of the most obvious traps have indeed been eliminated.

The difficulty is, No. 1, that our program is dynamic and so
therefore it’s very difficult to predict exactly what information will
be available in the future. But, No. 2, it is a case that there are
combinations of elements, for example, there are requirements that
biodefense activities be identified. There are separate requirements
for declaration which are not the direct biodefense declaration
which talk about the work with listed agents.

Now, if indeed you have a confluence of saying that you have a
biodefense facility that is identified as a biodefense facility by loca-
tion and you have a separate declaration that is required for that
facility of the fact that it is working with listed agents and then
you discover therefore that in biodefense we are working with the
specific list of agents, that constitutes to the dedicated proliferator
a vulnerability list of all those agents which we are now preparing
to defend against and therefore tells him which agents he ought to
be trying to exploit which are not on that list. That’s a combination
factor, not one specific declaration, but it still is a threat that I be-
lieve is something for our biodefense people to take into account.

Mr. TIERNEY. Are there others?
Mr. MAHLEY. That’s the only example I can think of off the top

of my head, but I would happy to go back and try and find some
others.

Mr. TIERNEY. I was looking for general areas or important areas
that you would be concerned about.

Thank you very much for your testimony, all of you. I appreciate
it.

Mr. PUTNAM. Thank you, Mr. Tierney.
Ambassador Leonard, earlier I unfortunately cut you off and

apologize for that. They moved me from the kids’ table to the sad-
dle, and I just totally lost my head.

You were elaborating on your written testimony with regards to
Russia’s ongoing weapons program. Would you care to elaborate on
that some more, the ongoing efforts in the former Soviet Union?

Mr. LEONARD. Thank you, sir.
As I think is well known, there was an enormous BW program

in the Soviet Union in contravention of the BW Convention. We
have here among other defectors a detector from that program who
was the deputy director or the research director of it. He has writ-
ten extensively about the magnitude of the program. He and a
number of others consider that the program has not been com-
pletely eliminated. There are still some pockets of activity within
the Soviet Union—Russia principally that would be in contraven-
tion of the Convention if they were known, and I think very few
people have been satisfied by the assurances we’ve had from the
Russian officials in that regard.

I think that the protocol would trigger a thorough review of all
of that and would require the Russian Federation to basically come
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clean and to reveal what there is and to eliminate any of it that
is actually not defensive in character but contravenes the treaty.

Since that activity, that former offensive program, is the most
likely source of any terrorist activity, the most likely place from
which either experts or biological substances could come that would
be used by terrorists or by a government illicitly conducting a BW
program, getting rid of that particular seed of infection, if I may
put it that way, it seems to me is one of the most important tasks
that we face. And we’ve tried to do it in a trilateral process our-
selves, the British and the Soviet Union then, as the three deposi-
tories of the BWC, but it didn’t work. We really need to go back
at that, and I think that’s one of the benefits that would derive
from moving forward with the protocol.

Mr. PUTNAM. Thank you, Mr. Ambassador.
Ambassador Mahley, in our subcommittee meeting on June 5th,

Mr. Zelicoff, the senior scientist for Sandia National Laboratories,
said, quote, that there was intense friction between the National
Security Council and the entirety of the interagency working group
concerning biological weapons control. Essentially nothing in the
way of tangible policy was put forward during this time because
one or at most a few low-level staffers within the NSC sought to
suppress the results of the mock inspections, break interagency
consensus on negotiating strategy and impose an extraordinarily
ill-suited vision for the BWC protocol which would make it like the
Chemical Weapons Convention protocol.

Could you elaborate, to the extent that you are aware of, of the
source of that friction in the previous administration over the pro-
tocol policy and what, if any, impact the NSC interference had on
the development of that policy?

Mr. MAHLEY. I think, Mr. Putnam, that the elaboration I would
make on that is not going to be too extensive. I think that’s a per-
ception that was presented by Mr. Zelicoff with full belief in what
he was saying.

I would simply say that, in my judgment, we have had a problem
in the U.S. Government with respect to this protocol in the follow-
ing sense: There are a number of agencies that have asked for
throughout the negotiation consideration of equities, very real equi-
ties that they have in the process. I am talking about the Depart-
ment of Commerce. I’m talking about the Department of Defense.
I’m talking about the Department of Energy. I’m talking about a
number of executive branches that have a number of places that
they believe that real national security was potentially at risk by
the nature of this protocol.

At the same time, the inherent ambiguity in trying to find an-
swers to what people intended to do with activities in the biological
nature by onsite activities is, as Dr. Lacey has said, an almost un-
answerable conundrum.

In terms of the U.S. Government facilities, there were activities
conducted which did indeed raise some of those ambiguities. There
was also I think a general perception in the U.S. Government dur-
ing the previous administration that this issue, the issue of a bio-
logical weapons conference protocol, was not one which was cen-
tered to the activities of the executive branch government and
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therefore not one which had what I euphemistically refer to fre-
quently as senior guidance and leadership.

Now one of the things that my probably much-too-extensive expe-
rience in the arms control arena has led me to believe about the
formulation of the U.S. policy is that you’re never going to get U.S.
leadership in a negotiation or coherent U.S. policy without the
intervention of senior and experienced personnel from the executive
branch because no individual agency, just like no individual coun-
try in a multilateral negotiation, is going to be prepared to sacrifice
its own equities without seeing where that sacrifice leads to in the
way of an outcome which has some greater value to it for the coun-
try as a whole or in the case of countries to their own national in-
terest as a whole.

Now, that is only achievable by getting a fairly senior and fairly
broad and experienced perspective about how one can attempt to
balance costs, risks, benefits in doing that. That particular process
in my personal judgment did not occur during the previous admin-
istration. Instead, the entire negotiation policy development process
was left to mire at relatively junior levels of the executive branch.
Therefore, the particular influence and interests of individuals and
the particular perspective in terms of the outcome which they wish
to see from their own perspective in terms of the outcome of the
negotiations was neither corrected nor was it balanced nor was it
even debated in terms of more senior elements of the U.S. Govern-
ment. In that respect, the United States in my judgment did indeed
suffer in our ability to exhibit leadership, initiative and imagina-
tion in terms of proposing solutions to the various issues that arose
during the course of the negotiation.

Did we have instructions about what the U.S. policy was at any
particular point? Yes, we did. Did we as a delegation in Geneva
execute those instructions? Yes, we did. So in that sense the cost
is certainly one of opportunity, not one of impetus or not one of in-
action.

Thank you.
Mr. PUTNAM. Thank you, Ambassador.
You mentioned a number of departments in the executive branch

that have sought influence in this process. To what degree were the
Centers for Disease Control consulted and what input have they
had on the protocol negotiations?

Mr. MAHLEY. The Centers for Disease Control in Atlanta was
consulted on a technical basis early in the negotiations to try to
give us some perspective from the idea of disease control itself,
what some of the difficulties are in terms of, for example, the out-
break of disease, whether it’s a usual outbreak of disease, an un-
usual outbreak of disease, and the kinds of epidemiological activi-
ties that would normally be engaged in trying to pursue an out-
break of disease.

One of the things that we have been very careful to do, however,
with the Centers for Disease Control in terms of the development
of executive branch policy with respect to biological weapons is to
avoid involving the Centers for Disease Control in a biological
weapons question. This is much the same as, for example, the issue
of involving the World Health Organization internationally in the
biological weapons area.
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One does not wish to do that because disease is a natural prob-
lem and trying to confuse the issue of whether or not disease out-
breaks or disease data are connected with biological weapons, as
opposed to connected with the events of nature, is not something
you should do lightly. Because in doing that you then potentially
cause people to be inhibited about the reporting of disease data for
fear that it will be somehow or another associated with being bio-
logical weapons associated. And the lack of accurate data in terms
of disease occurrence, disease outbreak and disease characteristics
is a much larger and wider danger in terms of health national se-
curity and other kinds of threats than the issue of the biological
weapons protocol. So in that sense we carefully restricted the Cen-
ters for Disease Control to being a technical consultant in terms of
the disease characteristics on which they are truly experts.

Mr. PUTNAM. Thank you, Mr. Ambassador.
Mr. Tierney, would you like another round of questions?
Mr. TIERNEY. Just two questions.
I’d like to ask this of each of the panelists, and answer as briefly

or as long as you want. Essentially, can we negotiate a protocol
which improves the ability to impede the threat and the reality of
biological weapons that are proliferated in the world, specifically
one that, even given the magnitude of the advanced state of the
U.S. biodefense activity and the biotech industry in the United
States, strikes an acceptable balance between the gains that would
result as opposed to the risks that would be involved?

I can repeat that if anybody needs me to repeat it.
Ambassador Leonard.
Mr. LEONARD. Thank you, Mr. Tierney.
I think my answer is clearly yes. I think that certain changes in

the draft protocol put forward by the chairman would certainly be
helpful. Some of them might in some way strengthen it. Some of
them might weaken some of the provisions.

I would certainly support the specific suggestion that Ambas-
sador Mahley mentioned with regard to export control in order to
avoid a problem arising at a future review conference of the proto-
col. But it seems to me that these rather minor changes are attain-
able.

More than 40 delegations in the Geneva negotiation have indi-
cated that they want to go forward on the basis of the protocol as
it exists. Not only the 18—the 15 members of the European Union
but the other 10 or so eastern European countries associated with
them and another 10 or 15 from other—in other groups who have
had taken the floor in Geneva. So that there is clearly a desire
there for the negotiation to move forward and to close.

I certainly agree with Ambassador Mahley that there is no abso-
lute deadline. November is not a drop-dead date. But some serious
negotiation and work to improve the protocol to the point where it
is acceptable all around is certainly in order.

Now, I think the U.S. Government, the administration, under-
stands that; and I’m worried about the conclusions they may draw
from it. They certainly have been taken aback by what happened
to their position with regard to the Kyoto treaty, and they face a
very difficult problem of regaining some sort of credibility in their
express desire to do something.
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I fear that something similar might happen in this area as well;
and I certainly would like to say that I think the worst thing that
could happen would be for the government, the administration, to
say that this protocol is not satisfactory and we have a new bright
idea of some sort that we think can effectively substitute for it.
There have been some hints that something like this might be in
the offing, and I think the result—there are some good ideas for
other things besides the protocol. But if the United States puts
them forward as a substitute for the protocol, it will kill them dead
as a dodo; and that is not in our interest or in the interest of mov-
ing forward on this basic problem.

Mr. TIERNEY. Ambassador Mahley.
Mr. MAHLEY. Thank you, Congressman Tierney.
Do I believe that it is possible to devise a protocol which has ade-

quate balance between risks and benefit? The answer to that is yes.
Do I believe that such a protocol is negotiable in the current con-
text, given the very disparate objectives that a number of countries
that are participating in the negotiations have with respect to what
they want with the protocol? The answer is that is, unfortunately,
I do not believe it very likely.

Mr. TIERNEY. Is that regardless of the amount of time involved
or just by the deadline of November?

Mr. MAHLEY. The difficulty—first of all, the deadline by Novem-
ber I think would have to be on the basis of the current text. I have
already indicated that we have some substantial difficulties with
that.

The difficulty beyond November is that if you go beyond Novem-
ber I think you simply reintroduce some very disparate objectives
that you have, and it would be a very difficult task to overcome
those. For example, you mentioned export controls previously. We
have been I think very successful in rejecting a number of attacks
on the export control arena from a number of countries whose
major objective in this negotiation has been to undermine export
controls as a means of trying to stop proliferation. If we go back
in the negotiation, I see no reason why they will not renew those
efforts to try to get a worse outcome in that particular area than
what we have already.

Mr. TIERNEY. Doctor.
Mr. LACEY. Congressman, I’ll just dovetail my comments onto

Ambassador Mahley’s; and I would say that, with respect to en-
hancing the verifiability of the Biological Weapons Convention, we
have to recognize that there are limits to what can be done with
multiple committee lateral arms control. I think there are a num-
ber of things we can do to improve verifiability of the BWC. We can
do them unilaterally. We can do them in concert with our other na-
tions, our friends, our allies. We can devote additional resources to
the collection and evaluation of intelligence and other related data.

Diplomatically, we can take a very vigorous approach to compli-
ance diplomacy. This means following up on compliance concerns
and suspected violations. We can press for visits to suspect facili-
ties by compliance experts.

Ambassador Leonard mentioned the trilateral process some time
ago. There are variants of that would be possibilities. We can press
known and suspected violators to come clean and to take corrective
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action. These are things that we can do nationally and certainly we
can do multinationally. But we have to recognize I think that, ulti-
mately, in terms of improving verifiability, a protocol is not the
way to do it.

Mr. TIERNEY. Thank you.
Thank you, Mr. Chairman.
Mr. PUTNAM. Thank you, Mr. Tierney.
At this time, if any of the witnesses have any brief closing re-

marks to summarize where we’ve been this afternoon—I’ll start
with Dr. Lacey and recognize any or all of you for some closing
statements.

Mr. LACEY. Thank you, Mr. Chairman.
I think, in summary, I would reiterate that the U.S. Government

for at least the past 10 years has been seeking ways to improve the
Biological Weapons Convention, to make it a more effective conven-
tion in combating the threat of biological weapons. In that entire
process, we have never envisioned that a protocol would be a
means to improve verifiability of that convention. We always recog-
nized that the protocol could do some useful things, and trans-
parency was one of them. Ambassador Mahley has suggested sev-
eral other areas.

We also recognized I think, Congressman Tierney, that in fact a
balance could be struck; and we have been seeking to strike a use-
ful balance.

But never, at least in the three administrations that I have
served in, have we ever recognized—envisioned that we could do
improvements to verifiability through a protocol. We have been
consistent in that policy since 1992, and nothing that we have seen
in the ensuing 10 years has changed that perception.

Mr. PUTNAM. Thank you, Dr. Lacey.
Ambassador Mahley.
Mr. MAHLEY. Thank you, Mr. Chairman.
I would like, first of all, to express my appreciation for having

had the opportunity to testify this afternoon. I hope we have pro-
vided some information which is useful in your deliberations.

In sum, I again want to go back to something that I stated at
the outset. We have had a lot of discussion about a protocol to the
Biological Weapons Convention and how a protocol to the Biological
Weapons Convention is designed to try to enhance the utility of
that convention. Now, what I want to make sure we understand is
that protocol is separable from that convention.

There is a very real threat of biological weapons in the world,
and I will give a kudo right now to Ambassador Leonard, sitting
to my left. Because when they negotiated the original Biological
Weapons Convention back in 1972, and when they got it entered
into force in 1975, it was a difficult document, a short document,
and it has remained a very flexible document in adapting itself to
the world as biotechnology has gone along its route. It has adapted
itself to the changing threat in the world, and it has remained a
very useful barrier against anyone thinking that biological weapons
was an acceptable route to national security.

Whatever the outcome of a particular instrument designed to try
to amplify that, we should not and must not lose sight of the un-
derlying principle that the Biological Weapons Convention entails.
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Certainly I agree with Ambassador Leonard that certainly one of
the things that the United States should be doing and I hope will
be doing with renewed vigor in the coming years is extending the
number of countries that are parties to that and have indeed re-
nounced biological weapons as an answer to their security problem.
Thank you.

Mr. PUTNAM. Thank you, Mr. Ambassador.
Ambassador Leonard.
Mr. LEONARD. Thank you, sir.
Let me pick up on two points that Ambassador Mahley made.

One was the very valid one for high-level involvement in this proc-
ess if it’s to be successful. The second is the problem—the very real
problem of those members of the negotiating group whose objec-
tives are very different from ours, in particular those who want to
weaken the system of export controls.

On the first point, let me recall that when the former President
Bush decided he wanted a Chemical Weapons Convention he got
up and left the White House and went over to Geneva and sat in
the chair next to our Ambassador and told the whole conference on
disarmament that he wanted a convention; and that had a dra-
matic effect on making it clear that the United States was 100 per-
cent behind this.

Now, if anything like that were to happen, if the United States
would make it clear that it wants a protocol at the very highest
level, that it’s ready to use its weight in the world to bring about
a successful solution to the negotiation, it would have a dramatic
effect; and the first place it would have a dramatic effect is on
those like the countries that are trying to weaken the whole oper-
ation by introducing impossible conditions on the question of export
controls. They will only be driven off of that when it’s clear that
the United States is in this 110 percent and wants the protocol and
is not going to be driven off of its positions with regard to export
controls and the protection of the Australia group. Once that’s
clear, then I think they may stay out for the time being. But an
effort to universalize the Convention following on that successful
negotiation would I think transform the whole scheme.

Thank you, sir.
Mr. PUTNAM. Thank you, Mr. Ambassador.
The subcommittee thanks all of you for your expertise and for

your candor in responding to the questions. This is not the first
hearing we’ve had on this topic, and I would doubt that it will be
the last as these issues continue to unfold.

With that, the subcommittee is adjourned.
[Whereupon, at 3:40 p.m., the subcommittee was adjourned.]
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